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Abstract

The purpose of this document is to help users to install or customize Web Server (1I1S) on Windows
2019, and Windows 2022 Datacenters with role services required for the proper functionality of the
Netsurion Open XDR platform version v9.4.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product
ul.

Scope

The configuration details in this guide are consistent with the Windows Server 2019/ 2022 Datacenter
and Netsurion Open XDR platform version v9.4.

Audience

This guide is for the administrators responsible for configuring Web Server (lIS) in the Windows Server
2019/ 2022 Datacenter.

Product Terminology
The following are the terms used throughout this guide:

° The term “Netsurion’s Open XDR platform” or “the Netsurion Open XDR platform” or “the
Open XDR platform” refers to EventTracker.
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1 Overview

This guide facilitates you to configure and customize the Web Server (IIS) with the required roles and services
on the Windows Server Datacenter viable for the Netsurion Open XDR platform. The configuration process
involves two methods; either to run the specific command via Command prompt or to perform a step-by-step
process via the Windows server manager. You may choose the appropriate method as per the requirement.

Supported OS - Windows Server 2019 or 2022 Datacenter.

2 Configuring the Web Server (lIS) via Command Prompt

Configure the Web Server (IIS) in Windows Server 2019 or 2022 Datacenter by executing the following
command in the Command Prompt.

e Launch the Command Prompt as Run as an Administrator.

Note:

You can configure the IIS for the Netsurion Open XDR platform version v9.4 by running the below
command in either Windows Server 2019 or Windows Server 2022 Datacenters.

e  Then, execute the following command in the command prompt.

dism.exe /online /enable-feature /all /featurename:IIS-WebServerRole
/featurename:IIS-WebServer /featurename:IIS-IIS6ManagementCompatibility
/featurename:IIS-ManagementConsole /featurename:IIS-ManagementService
/featurename:IIS-ApplicationDevelopment /featurename:IIS-
ISAPIExtensions /featurename:IIS-ISAPIFilter /featurename:IIS-
ApplicationInit /featurename:IIS-ServerSideIncludes /featurename:IIS-
NetFxExtensibility /featurename:IIS-NetFxExtensibility45
/featurename:IIS-ASP /featurename:IIS-ASPNET /featurename:IIS-ASPNET45
/featurename:IIS-Security /featurename:IIS-IPSecurity /featurename:IIS-
URLAuthorization /featurename:IIS-Performance /featurename:IIS-
HttpCompressionStatic /featurename:IIS-HttpCompressionDynamic
/featurename:IIS-Metabase /featurename:IIS-WMICompatibility
/featurename:IIS-LegacyScripts /featurename:IIS-LegacySnapln
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For example,

B Administrator: Command Prompt - dism.exe /online /enable-feature /all /featurenamellS-WebServerRole /featurename:llS-WebServ.. — a X

t Windows [Version ]
8 Microsoft Corporation. All rights reserved.

IC: \Windows\ [13:
he filename, directory

11

[Version ]
oft Corporation. All rights reserved.

C:\Windows\ [13:45]
The filename, directory name, or volume label syntax is incorrect.

C:\Windows\ dism.exe /online /enable-feature /all /featurename:IIS-WebServerRole /featuren
turename:IIS-IIS6ManagementCompatibility /featurename:IIS-M ementConsole /featurenan IS-Manag ice /feature
ame:II1S-ApplicationDevelopment /featurename:IIS-ISAPIExtensi SAPIFilter /featurename:IIS-Applicatiof
nInit /featurename: IS-NetFxExtensibili fea
turename:IIS-ASP / S-ASPNET /featurename:IIS-ASPNET45 /feature I1S-Secu featurename:IIS-IF r
/featurename:IIS-URLAuthorization /featurename:IIS-Performance /fe :IIS-HttpCompressionStatic /featurename:IIS-
HttpCompression mic /featurename:IIS-Metabase /featurename:IIS ompatibility /featurename:IIS-LegacyScripts /featu
rename:I1IS-LegacySnapin

yment Image Servicing and Management tool
Ve on:

Image Version:

3 Configuring the Web Server (l1IS) via Windows Server Manager

The installation of IIS 10.0 on a Windows Server 2019/ 2022 Datacenter does not include all the role services.
It is required to manually select the Application Development and IIS Management role services while
installing the web server (lIS). Prior to installing the Netsurion Open XDR platform, the specified crucial services
should be operational.

The following process facilitates to install the Web Server (IIS) with role services required for the Netsurion
Open XDR platform.

3.1 Adding Roles and Features

e Login to the Win2019/ Win2022 server.

e Inthe Server system, either search for the Server Manager or click the Manager E icon available
in the task bar.

© Copyright Netsurion. All Rights Reserved. 5
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e Inthe Server Manager > Dashboard, click Add roles and features.

s Server Manager o

*  Server Manager * Dashboard

B Dashboard WELCOME TO SERVER MANAGER
i Local Server
i Al Servers =
= Configure this local server
B3 File and Storage Services >
QUICK START
2 Add roles and features
3 Add other servers to ma
WHATS NEW N
4 (reate a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers totak 1
= Fil - -
R :e:‘a:: Storage 1 § Local Server 1 Al Servers 1
@® Manageability @® Manageability @® Manageability
Events Events Events
Performance Bl se~vies Bl sevices
BPA results Performance Performance
BPA results BPA results
12/15/2022 243 AM 12/15/2022 243 AM

e Inthe Add Roles and Features Wizard > Before You Begin interface, click Next> to proceed with the
process.

= Add Roles and Features Wizard - O X

DESTINATION SERVER

B efo re you beg n ETTVMBLR22015-2.ntpllocal

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

; features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection )
To remove roles, role services, or features:

Ver Roles Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ skip this page by default

<Prev[ous|| Next > | ‘ Install || Cancel
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e In the Installation Type interface, choose the type of installation to install the roles nd features and
click Next>.
Note:

The Role based or feature based selection option is selected by default. You can choose the
installation type as per the requirement.

fi. Add Roles and Features Wizard - O X
- - DESTINATION SERVER
Select installation type ErTWBLRZ2016-2iploca

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
@® Role-based or feature-based installation
Server Selection X i i
Configure a single server by adding roles, role services, and features.

(O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
-C or session-based desktop deployment.

‘<Frevious| | Install || Cancel ‘

e In the Server Selection interface, choose the Select a server from the server pool option and select
the appropriate server name from the Server Pool, and then click Next>.

Pz, Add Roles and Features Wizard — ] X
- - DESTINATION SERVER
Select destination server ETTVMBLRZ2019-2 phioca

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @® Select a server from the server pool
QO Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

ETTVMBLR22019-2ntpll... 172.28.9.154 Microsoft Windows Server 2022 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

<Previous|| Next > | | Install H Cancel
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3.1.1 Adding Server Roles

e Inthe Server Roles interface, select Web Server (l1S).

B Add Roles and Features Wizard - O s
DESTINATION SERVER
Select server roles ETTVMBLRZ2019 2 rifplocal

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

server,seledtion ] Active Directory Certificate Services o Web Server {IIS) provides a reliable,
] Active Directory Domain Services manageable, and scalable Web
Fostures ] Active Directory Federation Services application infrastructure.
] Active Directory Lightweight Directary Services
0 ] Active Directory Rights Management Services
] Device Health Attestation
] DHCP Server
] DNS Server
] Fax Server
[ IE File and Storage Services (1 of 12 installed)
] Host Guardian Service
1 Hyper-v
"] Network Controller
1 Network Policy and Access Services
[] Print and Document Services
"1 Remote Access
"1 Remote Desktop Services
1 Volume Activation Services

Wweb Server (15)

] Windows Deployment Services =

|<Previous|| Next > | ‘ Install H Cancel ‘

e The Add Roles and Features Wizard displays the summarized details, click Add Features to add the
features that are required for Web Server (lIS).

F= Add Roles and Features Wizard bt

Add features that are required for Web Server (11S)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (11S)
4 Management Tools
[Toals] 1S Management Console

Include management tools {if applicable)

Add Features Cancel

© Copyright Netsurion. All Rights Reserved. 8
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3.1.2 Adding Features

e Inthe Features interface, select the following features to install on the server.

a. Expand .NET Framework 3.5 Features and select the .NET Framework 3.5 (includes .Net 2.0 and
.Net 3.0) check box.

b. Expand .NET Framework 4.8 Features and select the ASP.NET 4.8 check box.

Note:

If .NET Framework 4.8 Features is not available, then select the .NET Framework 4.7 Features >
ASP .NET 4.7 check box. However, during the setup installation, the Open XDR platform verifies
and installs the .NET Framework 4.8 to proceed with the installation process.

P, Add Roles and Features Wizard - 0 x

DESTINATICN SERVER

S@'IGCT_ featu res ETTVMELR22019-2.npllaeal

Refore You BEgiﬂ Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection [ 4 ewark 1.5 Features ~|  ASP.NET 4.8 provides core support
Server Roles W] \NET Framework 3.5 (includes NET 2.0 and 3.0) for 1;‘;'“ ft'_'ng ASP.N lEIT 438 Sf?_"dt'_ﬂ‘m

_ T THTTP Actwaton applications as well as applications
Leatures [J Non-HTTP Activation that are integrated with IIS.
Web Server Rele (115) 4 W] NET Framework 4.8 Features (2 of 7 installed)

o W Frame B I
Role Services ! ram . ork 4.8 (Installed)

Confirmation ] W ervices (1 of 5 installed)

i [ Background Intelligent Transfer Service (BITS)
[[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[] client for NFS
] Containers
[[] Data Center Bridging
] irect Play
[] Enhanced Storage
[[] Failover Clustering
] Group Policy Management =

< Previgus | | Next > | Install Cancel
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c. Then, select the System Data Archiver (Installed) and Windows Powershell check boxes as
illustrated in the following image.

Features Features
[] Remote Assistance & [] M Shielding Tools for Fabric Management o)
[] Remote Differential Compression [] WebDaV Redirector
> [] Remote Server Administration Tools ] windows Biometric Framework
[[] RPC over HTTP Proxy Windows Defender Antivirus (Installed)
[] Setup and Boot Event Collection [] Windows Identity Foundation 3.5
[L] simple TCP/IP Services [] Windows Internal Database

b L] SMB 1.0/CIFS File Sharing Support [> Tm] Windows PowerShell (2 of 5 installed) |
[ SMB Bandwidth Limit > || Windows Process Activation Service
L] smTp Server [ Windows Search Service
b [] SNMP Service [] windows Server Backup
[ Software L_oad ?alancer_ [] Windows Server Migration Tools
L] storage M]grat!on Serv!ce [] windows Standards-Based Storage Management
[] storage Migration Service Proxy ] Wind Subsvstem for Li
[ Storage Replica indows Subsystem for Linux
) e e e

[] System Insights

=

] Telnet Client [l W!NS Server )
[ TFTP Client [] wireless LAN Service
["] ¥M Shielding Tools for Fabric Management 3 WOW(?“ Support (Installed)
= N XPS Viewer {Installed) .
< >

d. After the selecting the specified details, click Next> to proceed.

3.1.3 Adding Web Server Role (lIS)
e In Web Server Role (l1S), click Next> to proceed.

F=; Add Roles and Features Wizard - O X
DESTINATION SERVER
Web Server Role (‘ ] S) ETTVMELR22019-2ntpllocal

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (II5) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 15 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles
Features . . . o " .

* The default installation for the Web Server (lIS) role includes the installation of role services that
Web Server Role (1I5) enable you to serve static content, make minor customizations (such as default documents and HTTP

. errors), monitor and log server activity, and configure static content compression.
Role Services ) 9 Y. 9 P

Confirmation

More information about Web Server IIS

< Previous H Next > | | Install || Cancel
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e Inthe Role Services interface, keep the default Role services selected and ensure to select the following
role services to install for Web Server.

B, Add Roles and Features Wizard — O X

DESTINATION SERVER

Select role services ETTVMBLR22019-2ntplocal

Before You Begin Select the role services to install for Web Server (l15)

Installation Type Role services Description
Server Selection 4 Health and Diagnostics ~ Web Server provides support for
Server Roles HTTP Logging HTML Web sites and opticnal

[] Custom Logging support for ASP.NET, ASP, and Web
Features [ Loggi server extensions. You can use the
ogging Tools - c
Web Server Role {IIS) [] CDBC Logging Web Server to host an internal or
external Web site or to provide an

— [] Request Monitor

Confirmation 4 Performance create Web-based applications.
Static Content Compression
] Dynamic Content Compression
4 Security
Request Filtering
|:| Basic Authentication
|:| Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[] us Client Certificate Mapping Authenticatio
[ 1P and Domain Restrictions
[] URL Authorization <

|<Previ0us H Next > | ‘ Install H Cancel |

a. Expand the Web Server > Performance section and select the Dynamic Content Compression

check box.

b. Expand Web Server > Security and select the IP and Domain Restrictions and URL Authorization
check boxes.

Role services

[] Request Monitor 2
[ ] Tracing

4 Performance

Static Content Compression

Dynamic Content Compression

4 Security

Request Filtering

[ ] Basic Authentication

[] Centralized SSL Certificate Support

[] Client Certificate Mapping Authentication

]

]

Digest Authentication
IS Client Certificate Mapping Authenticati
IP and Domain Restrictions
[ ] Windows Authentication
I Application Development
4 [] FTP Server
[] FTP Service
[] FTP Extensibility o

© Copyright Netsurion. All Rights Reserved. 11
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c. Expand Web Server > Application Development and select the specified role services check
boxes.

Role services

[] 115 Client Certificate Mapping Authenticatio
[] IP and Domain Restrictions
] URL Authorization
] Windows Authentication

4 Application Development
NET Extensibility 3.5
NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
] cal
ISAPI Extensions
ISAPI Filters
] WebSocket Protocol

4 FTP Server
[] FTP Service
] FTP Extensibility o

d. Expand Management Tools > IIS 6 Management Compatibility and select the specified role
services check boxes.

4 [ Management Tools
[v] 1IS Management Console

4
] IS 6 Metabase Compatibility
(V] 1IS & Management Console
W] 1S 6 Scripting Tools
] 1IS 6 WMI Compatibility
[] 1S Management Scripts and Tools
Management Service

e. After the selecting the specified details, click Next> to proceed.

3.1.4 Confirming the Installation Selections

e The Confirmation interface displays the selected roles, role services or feature for the server. Click
Install to proceed with the installation.

OPTIONAL

a. Select the Restart the destination server automatically if required check box if you require to
automatically restart the server after the successful installation.

© Copyright Netsurion. All Rights Reserved. 12
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b. Click Specify an alternate source path if you require to modify source path details.

Pz, Add Roles and Features Wizard - O X
. . . r DESTINATION SERVER
Confirm installation selections ETTVMBLR22019-2ntplocal

\ A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Web Server Role (IIS) NET Framework 3.5 Features o
. .NET Framework 3.5 (includes .NET 2.0 and 3.0)
Role Services
— - NET Framework 4.8 Features
ASP.NET 4.8
Web Server (IIS)
Management Tools
1IS & Management Compatibility
1IS & Management Console
1IS & Scripting Tools
the - w e . . - e
Export configuration settings
Specify an alternate source path
| < Previous | | MNext = ‘ | Install | | Cancel
The wizard displays the progress status of the installation.
Fﬁ Add Roles and Features Wizard - O x
. DESTINATION SERVER
Installation progress ETTVMBLR201S-Srtplocal
View installation progress
0 Feature installation
—————
Installation started on ETTVMBLR2019-6.ntpllocal
.NET Framework 3.5 Features L
.MET Framework 3.5 {includes .NET 2.0 and 3.0}
.MET Framework 4.7 Features
: ASPNET 4.7
ResUlts Management Tools
I1S 6 Management Compatibility
115 6 Management Console
115 6 Scripting Tools
11S & Metabase Compatibility
IS 6 WMI Compatibility v

You can close this wizard without interrupting running tasks. View task progress or apen this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous || MNext > | | Close || Cancel
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After the successful installation, restart the server to make sure the changes are intact.

=, Add Roles and Features Wizard - O X
Installation progress EMTVMBLR2010.Srtploc

View installation progress

o Feature installation

Installation succeeded on ETTVMBLR2019-6.ntpllocal.

Directory Browsing

HTTP Errors
Static Content
Confl Health and Diagnostics
Performance

Dynamic Content Compression
Static Content Compression

Security
Request Filtering

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details,

Export configuration settings

< Previous || MNext > | | Close || Cancel
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our XDR platform with your existing
security investments and technology stack, easily scaling to fit your business needs. Netsurion's managed offering
includes our 24x7 SOC that operates as your trusted cybersecurity partner, working closely with your IT team to
strengthen your cybersecurity posture. Our solution delivers Managed Threat Protection so you can confidently
focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is a leader in
Managed Detection and Response (MDR) and a Top 25 Global MSSP. Learn more at www.netsurion.com.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

Direct Enterprise SOC@Netsurion.com 1(877) 333-1433 Option 1, Option 1
MSP Enterprise SOC-MSP@Netsurion.com 1(877) 333-1433 Option 1, Option 2
Essentials Essentials-Support@Netsurion.com 1(877) 333-1433 Option 1, Option 3
Self-Serve EventTracker-Support@Netsurion.com 1(877) 333-1433 Option 1, Option 4

https://www.netsurion.com/eventtracker-support
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