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Abstract

This document describes the steps to deploy EventTracker Virtual Hard Disk (VHD) on Hyper-V.

Audience

EventTracker administrators who want to deploy EventTracker VHD on Microsoft Hyper-V Manager.

This guide is intended for use by all EventTracker users responsible for investigating and managing network
security. This guide assumes that you have EventTracker access and understanding of networking
technologies.
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1. EventTracker Virtual Appliance in MS Hyper V Environment
1.1 Minimum Hardware Requirements

The minimum VM requirement to import EventTracker virtual appliance on VMware ESX/Esxi.

e CPU-8Core @2.5 GHz minimum
e Memory—16 GB

e VM Controller — LS| Logic RAID

e VM Hard Drive — SCSI/SSD type

e Disk—-300GB

e Network Adapter - 1

1.2 EventTracker VHD Details

e EventTracker VHD file size — 15.7 GB

e Hostname — ETConsole

e  WorkGroup — EventTracker

e Disk Space: 300 GB (33 GB initial)

e CPU-8Core @2.5 GHz minimum

e Memory—16 GB

o IP Address — Assign Static IP address

e  Operating System — Windows server 2019 Standard Edition

e Web Server—1IS 11

e Database Server — Microsoft SQL Server 2017 Express Edition

e EventTracker Version — 9.3 Build 5 ETSC Collection Point

e EventTracker Updates Applied — ET93U20-2005, ET93U20-008, ET93U20-8009, ET93U21-043,
ET93U21-044, ET93U21-046, ET93U21-047, ET93U21-048, ET93U21-049, ET93U21-050, ET93U21-
051, ET93U21-052, ET93U21-053

1.3 Prerequisites

e EventTracker customer must have a license key for Microsoft Windows 2019 Standard edition.
e The 30-days grace period is not available In Microsoft Windows Server 2019. If the operating system

is not activated, watermark appears showing the Windows edition (although it does not show to
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activate) On the desktop, personalization features in PC Settings like changing the lock screen is
disabled. Entire screen notification appears periodically. However, the operating system continues to
function normally.

e User must provide a product key and activate.

1.3.1 Summary
1. Download the VHD file from the link provided by the EventTracker technical support.

2. Get the EventTracker license from the EventTracker technical support.
3. Create VM using the downloaded VHD.
4. Login as ETAdmin,
e Change the Computer name, connect it to the domain if the active directory authentication is
required, else leave it as it is for local account authentication and restart the Virtual Machine.
e Run the downloaded batch file UpdateSystemName.bat in the command prompt available in the

C:\UpdateSystemName\directory.

Home  Share  View e

« v o > ThisPC > Local Disk (C:) » UpdateSystemNamevd > UpdateSystemName v O Search UpdateSystemName pel
Name : Date modified Tipe
s Quick access
Desktop
=] Documents
4 Downloads
=] Pictures

‘ia Local Disk (C:)

[Z] UpdateSystemName
@ UpdateSystemName

[ This PC

¥ Network

2 items

5. Update the credentials in the EventTracker.
6. Change startup to Automatic for following EventTracker Services and start the following services.
e EventTracker Agent
e EventTracker Alerter
e EventTracker EventVault
e EventTracker Indexer
e EventTracker Receiver
e EventTracker Remoting

e EventTracker Reporter
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e EventTracker Scheduler

e Elasticsearch 7.2.1 (elasticsearch-service-x64)

e EventTracker Elasticsearch Indexer

e EventTracker Monitoring Daemon

e WCW Service

e Traptracker Receiver
7. Install EventTracker license using EventTracker License Manager.
8. Run Microsoft Windows updates to install the latest windows updates and security patches.
9. Install the latest EventTracker updates.

10. Start EventTracker Evaluation.

NOTE:

e Microsoft Windows OS will continue to run the 30 days trial without activation. To continue using
you need to activate Microsoft Windows using a valid license key.

e No antivirus software is installed by default. It is recommended to install antivirus software.

2. EventTracker Virtual Appliance in Hyper-V Manager
Environment

Deploying and configuring EventTracker Virtual Hard Disk (VHD ) on Hyper-V.

2.1 Deploying Event Tracker on Hyper-V Manager

To login to Hyper-V manager

1. Click Start and select All Programs.
2. Select Administrative Tools and select Hyper-V Manager.

Hyper-V Manager Console opens.
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Select Computer window opens.

5. Choose the option Local Computer (the computer this console is running on) or
Another computer as required and Click OK.

Select Computer [ x|

Connect to vituskzabion server

* Local computer [the computer thes console is running on)

" Another computer | Erowse.. |
[ ok ]| cence |

6. In Actions pane, point to New and select Virtual Machine.

irkual Machine. ..
Hard Disk. ..
Flappy Disk...

Import Virtual Machine. .

Y- Hyper-¥ Settings...

New Virtual Machine Wizard opens.

7. Click Next >.

I3 New Virtual Machine Wizard K

[} | Before You Begin
=y )

This wizard helps you craste & vrtual machine, You can use virtual machines in place of physical
computers for a variety of uses, You can use this wizard to configure the virtual machine now, and
Specky Name and Location wou can change the corfiguration kater using Hyper-¥ Manager,

Asslgn Memory

Configure Netwoarking
» Click Finish ko create a virkual machine that (s configured with defauk values,
Connact Virtual Hard Digk. » Click Next to create a virtual machine with a custom canfiguestion.

Installabion Options

To create a virtusl machine, do one of the Following:

I Do not shaw this page again

Summary
Mare abaut creating virtual machines

| Mexk = I Finish Cancel

Specify Name and Location page displays.

8. Enter a name for the virtual machine in the Name field. Click Next >.
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J3New Yirtual Machine Wizard

r kw" Specify Name and Location
=

Before You Begin Choose a name and location for this virtual machine.
— The name is displayed in Hyper-¥ Manager, We recommend that you use a name that helps you easily
Assion M idenitify this virtual machine, such as the name of the guest operating system or workioad.
Configure Networking Mame: | EventTracker o 3 B85 ETSC
Connect ¥irtual Hard Disk You can create a fFolder or use an existing Folder to store the virtual machine. If you don't select a
Installation Options folder, the virtual machine is stored in the default Folder configured for this server.
Summary [ Store the virtual machine in a dfferent location

Location: | \Prograr Ft dows|HyP | Browse

1 If you plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots include virtual machine data and may require a large amount of space,

< Previous | Next > I Finish. Cancel I

Assign Memory page displays.

9. Specify the Memory size. Click Next >.

#3 New virtual Machine Wizard

P k‘ Assign Memory
=

Before You Begin Specify the amount of memory to allocate to this virtual machine, You can specfy an amount from 8

M8 through 65536 MB, To improve perfarmance, specfy more than the minmum amount recommended
Specify Name and Location for the operating system,

AR ey (550 e

Corfigure Networking
) When you decide how much memory to assign to a virtual machine, consider how you intend
Cornect Virtual Hard Disk to use the virtual machine and the operating system that it wil run,
Installation Options
Summary
i0y (Ctel) ~

<onvious| Next > l Finish Cancel I

Configure Networking page displays.

10. Configure the network adapter, click Connection drop-down and select the LAN Card for this virtual
machine. Click Next >.

© Copyright Netsurion. All Rights Reserved. 9
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d= New Virtual Machine Wizard

[ <]
[ &-' Configure Networking
=

Before You Begin
Specify Narme and Location
Assign Memory

Cornect Virbual Hard Disk
Installation Opbions

Surneary

Each new virtual machine includes & network sdapter, You can configure the network adapter bo use a
wirtual network, or it can remain disconnected,

Connection: | g

More about confiquring network adapters

< Previous | et = I Finish

Cancel I

Connect Virtual Hard Disk (VHD) page displays.

You can create / select an existing / attach a VHD later as required.
In our example, we are enabling the option Attach a VHD later.

11. Select Attach a virtual hard disk (VHD) later option and click Next >

I3 New Virtual Machine Wizard

r ~ Connect Virtual Hard Disk
=

Before You Begn A virtual machine requires storage so that you can install an operating system. You can spexify the
Spery Nows ond Lecotin storage now or configure R later by modifying the virtual machine’s properties.
Assign Memory " Create a virtual hard disk
Confwe Netwoddng EventTracker_9_3_BS5_ETSC.vhd
© Connect Vitual Hard Disk.
Sumnmary I it

e

I GB (Maximum: 2040 GB)

" Use an existing virtual hard disk

(% Attach a virtual hard disk later

< Provious I Next > l Finish

Cancel

Completing the New Virtual Machine Wizard opens.

12. Click Finish.

© Copyright Netsurion. All Rights Reserved.
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J3 New Virtual Machine Wizard

[} &l Completing the New Virtual Machine Wizard
=

Before You Begin You have successfully completed the New Virtual Machine Wizard, You are about to create the
following virtual machine.

Specify Name and Location i

Asclon v Description:

Configure Networking Name EventTracker_9_3_BS_ETSC_VHD

Memory: 8192 MB
Network:  New Virtual Network #0
Hard Disk: None

Connect Virtual Hard Disk

To create the virtual machine and close the wizard, chck Finish,

< Previous N || Firish I Cancel

13. Download and extract the .vhd file.

NOTE: Please contact the Support team to retrieve the VHD file. Place this file in the location where
Hyper-V is installed.

€9 19218011 38 - Rewete Deshiog

B Can1zom 2723 422% A21A ASIACAT1ADLS

(&) © Ntk 10100104 « cf « PogenOua + Mot « Windiwes © Mypee Y+ Wil et + LTI I720 I AT 1A ASLACH LAOIS o ) [ewr sime oo aia e
Crgwee = N bk -
yorte N e Tie | we 1
L EventTracker_9_3_BS_ETSCvhd  10/17/2020 5:03 AM VHD File §440, 0

Cocments = =
Mo
v Copywng | Rem (107 GB)

‘

-~

B e 1
S MO ADOMO) o SBIZVIB 2723 .. LR IO
Aot 24 Wrases renwrey

& Computm
& cata —=a
o DATA
s P Yok (1 = | e et Coent
] L s
o Local D
¥ S Bahon -
2 Comrtay ok 003 com
S Nt et

14. In Virtual Machines pane, select and right-click the required Virtual Machine and click Settings.
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Myper V Manager HF":!
J3 P Adion Vew Window eb Al z)
‘a o 7]
31 Hyper-v Marager
a2 raouwn Virtual Machnes
Nowe - S o CPU Usage | Ass
0% M0 recrt Vet d Machne
40% W8
Hyper-V Settngs
3 Vet Network Manager
» Edt Duk
a Inspect Dk
erees ®) Stop Servce
7 Remove Server
‘ b | | 2
3 Refreg
Snepshots =
Ve »

The soiected vhual machne has o mapshot o Window fram Hare

v

Event Tracker

Created: 10/17/2020 502 22AM
Notes:  SCLUSTER-INVARIANT 8 (Eb8c5290 97065 4005 adbe 6401 20adll
el

Settings for EventTracker window opens.

[EventTrackBr P G
2 Hardware £ IDE Controller
L Add Hardware
N BIOS You can add hard drives and CD/DVD drives to your IDE controller.
Boot Fror Select the type of drive you want to attach to the controller and then click Add.
s Memory
Sich DVD Drive
D Processor
1 Virtual
& ]
= I IDE Controller 1
% DVD Drive
R
B4 SCSI Cantroller You can configure a hard drive to use a virtual hard disk or a physical hard disk after
w Network Adapter you attach the drive to the controller.
New Virtual Network #(
¥ comi
= com

None
ked Diskette Drive

N

I, Name

Ever ke
Integration Services
All se offered

% . Snapshot File Location
( ar taim

(») Automatic Start Action

Restart iF previously runnir

[®) Automatic Stop Action

15. Click Add and browse the location of the VHD file.
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[ X]
0 )  Virtual,,, v 64B812598-2723-4229-821A-A5. .. v (ﬂ I Search 64B12598-2723-4229-... mi
Organize v 3= v 0 ®
-
i@ Microsoft Management “EventTracker 9 3 BS_ETSC.vhd
€M Network ]
M PCLOUD74
File name: |EventTracker_9_3_B5_ETSC.vhd :I IVlrtuaI hard disk files (*.wvhd;*. :]
Open I Cancel |
Vi
16. Select the Virtual Hard Disk file and click Apply and OK.
@ Settings for EventTracker M= 3
IEventTracker ZI G
R Hardware ¢4 Hard Drive
L Add Hardware
& BIOS You can change how this virtual hard disk is attached to the virtual machine. If an
SR operating system is installed on this disk, changing the attachment might prevent the
Bk virtual machine from starting.
- Merj‘crf Controller: Location:
[ Processor [10E Controller 0 = [o(nuse) =1
1 Virtual processor  Media
= E£ IDE Controller 0 You can compact or convert a virtual hard disk by editing the .vhd file, Specify the
(= Hard Drive full path to the file.

ETConsole_disk_1.vhd
= I IDE Controller 1
4% DVD Drive
7 SCSI Controller
4w Network Adapter

7 com1
T comz
None:
fd Diskette Drive

Name

entTracker
Integration Services
All services offered
% Snapshot File Location

atalMe

o

=t

) Automatic Start Action
Restart if previousty runn

) Automatic Stop Action

P

& virtual hard disk {.vhd) file:

|C:\ProgramData\Mxvosoft\wmdows\hypev-v\v'tual Machines\64812598-2723-4229

tnspect | [ Browse... |

New I Edit

0 If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, click Remove. This disconnects the disk but does not

delete the .vhd file,
Remove

OK Cancel

Settings for EventTracker window opens.
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nScltlngs for EventTracker E3

B ~

-
& Hardware (4 Hard Drive
U Add Hardware
& BIOS You can change how this virtual hard disk is attached to the virtual machine, If an
Boot Frar 3 operating system is installed on this disk, changing the attachment might prevent the
s virtual machine from starting.
oy
Pfle,m?'.y Controller: Location:
D Processor |lDE Controller 0 j IO (in use) _'_]
1 Virtual processc Media
= W8l IDE Controller 0 You can compact or convert a virtual hard disk by editing the .vhd file. Specify the
(4 Hard Drive full path to the file.
lanecle. ey & Wirtual hard disk (.vhd) fle:
= W) IDE Controfler 1
§4 DVD Drive [C:\ProqramData\Mu(vosoft\windows\hyper<v1V|rtuaI Machines\64812598-2723-4229
N
&) 5CSI Controller New | e Inspack Prow.ie
4 Network Adapter C ph 3l ha
New Virt Nety k #0
7 comi I |
2 oph &) If the physical hard disk you want to use is not listed, make sure that the
5 com2 disk is offline. Use Disk Management on the physical computer to manage

physical hard disks.

To remove the virtual hard disk, click Remove, This disconnects the disk but does not
A E delete the .vhd file.

T Neme Remove

nt

ked Diskette Drive

Y- Integration Services

ervices offer

3 | Snapshot File Location

E_bv Automatic Start Action
I tart If

[®) Automatic Stop Action

17. In Virtual Machines pane, right-click the required Virtual Machine and Click Start.

s alll 7 I[a:
23 Hyper-V Manager
§apaouwn Vietual Machines ) 7 ) S—
Nave - State CPU U As: M, | Mercry Dema
New »
3 Connect.. - |
4 Pooud?4m prg 0% 0% M8 Iwport Virtual Machine.
3 pckud7éwr Settirgs.. wg 6% 4% N3 X
- Hyper-¥ Settings.
EIE== R T —
e 44 £ Disk
Export.... L n
3 ca Inspect Disk
Delete L
« Felp | _’J /5 Remove Server
"3 Refred
Soapshots S
| Y. »
The selected vriual machrne has no snepthots New Window from Here
Event Tracker
o Delete.
Created: 10/17/2020 5:02 22 AM
Notes:  UCLUSTER-INVARIANT R (54000341104 4758 8335 dc541 030 ﬂ —
Te)
« |_'J‘
[Starts the selected vrtual machne
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2.2 Configuring EventTracker Virtual Appliance on Hyper-V Manager

After EventTracker Virtual appliance is deployed successfully, make few configuration changes as below:

1. Power on the EventTracker Virtual machine.
2. Loginto ‘EventTracker Virtual’ system as EventTracker administrator using below credential.

e Username: ETConsole\ETAdmin
e Password: WelcOme$129#

NOTE: On first successful logon you will be prompted to change the ETAdmin user password. Change it
to a secure password.

3. Change the Computer name, join it to Domain if active directory authentication is required or leave it
for local account authentication and restart the Virtual machine.
4. Download the Update System Name zip file and extract this file in the C:\ drive.

@I\J'| C

Organize v Include in library « Share with = MNew folder
45 Favorites Mame Date modified
Ml Desktop B UpdateSystemName.bat
4 Downloads _§_| UpdateSystemName.vbs

1l Recent Places

5. Right click on UpdateSystemName.bat available in C:\ and click Run as Administrator.

6. To update ETAdmin user credentials in EventTracker, click Start, select Programs, and select Prism
Microsystems.

7. Select EventTracker and select EventTracker Configuration.
Update the user credential ETAdmin user or select active directory and enter domain user
credential.

w EventTracker :: Configuration X

Netsurion. Eventlracker

User Credentials User Authentication
User Name rETAdmm ] Local Account
Password |*********** 1 | . Active Directory
Database Authentication
EventTracker Group vaerﬂTradaer Enable

I 0K ” Cancel ]

Note:

For "Active Directory” authentication enter user name and password of a
domain user and for "Local Account” authentication enter local system user
name and password. User must be administrator on this system. Refer install guide

© Copyright Netsurion. All Rights Reserved. 15
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8. After EventTracker Configuration validates the credential and runs successfully, install VMware
Tools on the newly imported Virtual machine.

9. Change Start up type to Automatic for following EventTracker Services and start the following
services.

EventTracker Agent

e EventTracker Alerter

e EventTracker Elasticsearch Indexer

e EventTracker EventVault

e EventTracker Indexer

e EventTracker Monitoring Daemon

e EventTracker Receiver

e EventTracker Remoting

e EventTracker Reporter

e EventTracker Scheduler

e Elasticsearch 7.2.1 (elasticsearch-service-x64)

e EventTracker Elasticsearch Indexer

e EventTracker Monitoring Daemon

e WCW Service

e Traptracker Receiver

10. Open License Manager from EventTracker Control Panel and click the Upgrade License button to
upgrade the License.

© Copyright Netsurion. All Rights Reserved. 16
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4l EventTracker - License Manager X

Evaluation EventTracker Security LLC
Product : EventTracker Version : 9.0
Account Id: 99999-9999 Edition : Enterprise

Issued To:  |ET93BSETSCOVA,99393-9333 Dear Customer,US

Issued By: ]E ventTrackerCa EventTracker Security LLC Columbia,US

Date Installed: [24-MAR-2020  Support Expires on: [16JUN-2020  License Expires on: [167JUN-2020

Status: [Status success
View Certificate View Features View Usage Save Details
Uparade License I Update CRL Intemet Connection Close

11. After successful license installation, login to EventTracker Web using ETConsole\ETAdmin user
credentials in the web browser.
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About Netsurion

Flexibility and security within the IT environment are two of the most important factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyber threat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whether you need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
model to help drive your business forward. To learn more visit netsurion.com or follow us

on Twitter or LinkedIn. Netsurion is #19 among IVISSP Alert’s 2020 Top 250 MISSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

713-929-0200

https://www.netsurion.com/company/contact-us
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